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	Reason for change:
	In the current SECAM framework the threat model and attacker potential level, basic, moderate, high is currently left to be defined on a network product class basis. For clarity, it would be beneficial to provide an overall guidance on the expected level. 
Since the adoption of SECAM, the SCASes have been developed while assuming a certain minimal level of skills and ressources for the testing activities. The tests are expected to be performed by accredited labs. The testers are expected to be knowledegeable in the areas of network security and standards. In addition, they are expected to have access to the necessary tools and equipements. The testing effort is what actually defines the attacker potential to which the product is resistant.
Therefore, the attack potential assumed by SECAM has to be clarified. More precisely, this would be the attacker potential level that is on the one hand higher than the lowest possible one commonly referred to as e.g. basic. hobbyist, thrill-seeker, etc. On the other hand it is lower than the highest one commonly represented by hardware testing labs performing physical attacks. That middle range potential level is named “limited skills and ressources”.
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*************** Start of 1st Change ****************
[bookmark: _Toc509566729][bookmark: _Toc112749543]4.9	Security baseline
The security baseline of an evaluated network product is a set of security requirements and environmental assumptions defining its capacity to resist a given attack potential
This resistance to a given attack potential relies on:
-	Attacker model and attacker potential agreed to be relevant for a given network product class.
-	The completeness and correct implementation of security requirements and operational environment assumptions which limit the capacity of this attacker to threaten given assets:
-	Security requirements can be more demanding in some network elements, e.g. exposed nodes will have to implement hardening requirements which will not necessarily be needed in elements less exposed.
-	Vulnerability assessment will be performed with more depth whenever the element is expected to resist a stronger attacker.
It is necessary to state in a well-defined way in which environment the 3GPP-defined functionality is assumed to be operating and what types of attackers (if any) may be able to launch attacks from the outside as well as from the inside of this environment. This implies that the type of attackers to consider have an attack potential that is higher than "basic", corresponding to non-intentional or by accident attacks. This assessment is accomplished during the SCAS writing phase and  related to the threat and risk analysis outcomes.
At the end of this process, for each network product class, 3GPP will have precisely defined the attacker model as well as the operational environment assumption and the security requirements to mitigate the identified risks. 
The modularity of SCAS allows an easy composition of SCAS modules to describe all the countermeasures of a given network product class and to take the particular environment of the node into account.
The entire set of security requirements, operational environment assumptions and attacker model is built to achieve a security baseline deemed relevant by 3GPP for a network product class. This results in one security level per network product class (security baseline MME, security baseline HSS, security baseline ended, etc.). 
These baselines are not meant to be compared to one another as they apply to different network product classes. 
NOTE: 	Alternatively, but in rare cases, if no satisfactory average can be found, SECAM could define a new network product class: e.g. collapsed RNC/NBs could be a class different from classical RNCs. 
SECAM consequently considers only one security baseline per network product class.
*************** End of 1st Change ****************
